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Symmeitric Encryption

= aka conventional, private-key / single-key

m sender and recipient share a common key

= all classical encryption algorithms are
private-key

= was only type prior to invention of public-
key in 1970’s

= and by far most widely used
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Ingredients

= Plaintext
CJoriginal intelligible message

= Encryption algorithm
O performs substitutions, transformations
Oinput: plaintext, key. output: ciphertext

= Secret Key

O different keys - different outputs,
substitutions and transformations
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Ingredients
= Cipher text

Cunintelligible scrambled message
[1depend on plaintext and key

m Decryption algorithm
CJencryption algorithm run in reverse
COinput: ciphertext, key. output: plaintext
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Requirements

= two requirements for secure use of
symmetric encryption:

[la strong encryption algorithm

[Ja secret key known only to sender / receiver
= mathematically have:

Y'=ELX)
X=DJY)
m assume encryption algorithm is known
m implies a secure channel to distribute key
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Characterization

= Type of operation

Csubstitution: each element of plaintext (bit,
character) mapped to another element

Ctransposition: plaintext elements rearranged
m Processing method

COstream cipher: element by element (bit, byte)

O block cipher: block transformed as a whole
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Encryption Attacks

= Cryptanalysis

CJexploit characteristics of algorithm to
deduce plaintext or encryption key

CJmay use pairs of plaintext, ciphertext
= Brute-force attack

Ctry all possible keys on ciphertext

Jon average, half of possible keys tried
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Types of Encryption Security

m unconditional security
[1 cipher cannot be broken

[0 no matter how much computer power or time is
available

1 ciphertext provides insufficient information to uniquely
determine the corresponding plaintext

[0 only such cipher: one-time pad

® computational security

1 cost of breaking cipher exceeds value of encrypted
information

1 time required to break cipher exceeds lifetime of
information
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Cryptanalysis Attacks

= Attempt to deduce specific plaintext or key

= Rely on
Cnature of algorithm
1some knowledge of plaintext characteristics

= Examples
1some file types have common header

Cexploit statistics of human language
Cpower consumed by encryption algorithm
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Cryptanalysis Attacks

Type of Attack

Known to Cryptanalyst

Ciphertext only *Encryption algorithm
*Ciphertext

Known plaintext sEncryption algorithm
*Ciphertext

*One or more plamtext-ciphertext pairs formed with the secret
key

Chosen plaintext

sEncryption algorithm
*Ciphertext
*FPlainlexl message chosen by cryplanalyst. logether will ils

corresponding ciphertext generated with the secret key

o L

Chosen ciphertext

*Encryption algorithm
*Ciphertext

sPurported ciphertext chosen by cryptanalyst. together with its
corresponding decrypted plaintext generated with the secret
key

Chosen text

*Encryption algorithm
*Ciphertext

*Plaintext message chosen by cryptanalyst, together with its
corresponding ciphertext generated with the secret key

sPurported ciphertext chosen by cryptanalyst, together with its
corresponding decrypted plaintext generated with the secret
key
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Brute Force Altacks

= always possible to simply try every key
m most basic attack, proportional to key size

m assume either know / recognise plaintext

14
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Brute Force Attacks

Key size (bits) Number of Time required at 1 Time required at 10°
alternative keys decryption/ decryption/

2* =43x10 Pus =38minutes 2,15 milliseconds
2 =72x10" Pus =142years 10,01 hours

2 =34x10% s =54%10%years 5.4 x10% years

2% =37x10” 215 =5.9%10% years  5.9x 10 years

ool 260 =4x10°  2x10% s =64x10%years  64x 10" years
(ermutation)
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Substitution Techniques

m Letters in plaintext is replaced by
Clother letters
CJnumbers
C1symbols

= Plaintext bit-sequence is replaced by a
ciphertext sequence
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Substitution Techniques

m Caesar cipher

= Monoalphabetic ciphers
= Playfair cipher

m Polyalphabetic ciphers
= One-time pad
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Caesar Cipher

m Ciphertext letter = plaintext letter + 3

m Letters wrap around, Z is next after A
abcdefghijklImnopgrstuvwXxyz

DEFGHIJKLMNOPQRSTUVWXYZABZC

a b c d e f q h i ] k

0 1 2 3 4 5 G 7 g 9 10

11

12

13 14 15 16 17 18 19 20 21 22 23

25

18
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Caesar Cipher

1 C=E(3,p)=

(p + 3) mod 26

m |f shift is different from 3

C=E(k p)=
mp=D(k,C)=

(p + k) mod 26
(C k) mod 26

19
| o _
. PHHW PH DIWHU WKH WRJD SDUWB
KEY

. Encryptlon and et oggv og chvgt vijg vgic rctva
. . 2 nffu nf bgufs uif uphb gbsuz
deCryptIOn algorlth mS =) meet me after the toga party
4 ldds ld zesdg =gd snfz ozgsx
5 kcer ke ydrep rfc rmey nyprw
are known & ibbg jb xcgbo geb gldx mxogv
7 iaap ia wbpan pda pkcw lwnpu
O I 25 k t t 8 hzzo hz wvaczm ccz ojbv kvmot
. n y eyS O r'y o gyyn gy uznyl nby niau julns
10 fxxm fx tymxk max mhzt itkmr
. Plaintext Ianguage is kL ewwl ew sxlwj lzw lgys hsjlg
s dvvk dv rwkvi kyv kfxr grikp
e cuuj cu gvjuh jxu jewg fghjo
known 14 btti bt puitg iwt idvp epgin
15 assh as othsf hvs hcuo dofhm
16 zrrg =zr nsgre gur gbtn cnegl
L yggf yg mrfgd ftg fasm bmdfk
18 xppe xp lgepc esp ezrl alcej
19 wood wo kpdob dro dygk zkbdi
20 vnnc vn jocna cogn cxpj yjach
i ummb um inbmz bpm bwoi xizbg
22 tlla tl hmaly acl avnh whyaf
23 akkz sk glzkx znk zumg vgxze
24 rjjy rj fkyjw ymj ytlf ufwyd

25 giix gi ejxiv x1li xske tevxo,~
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Monoalphabetic Cipher

= Arbitrary substitution of letters
= Number of keys 26x25x%...x1 = 26! (Over

4x10%°)

m Regularities in the language can be

exploited
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Monoalphabetic — Example

UZQ50VUOHXMOEVEPCZPEVSGZNSZ0PFPESXUDEMET SXATL
VUEPHZAMDZSHZONSFPAPPDT SVPQUZNYMXUZUHSK
EPYEPOPDZSZUFPOMBZWPEUPZHMDIUDTHORMY

P13 H5.83 Fi33 B 1.67 Co.0
Z11.67 D5.00 W3 G167 K0.00
581 E5.00 Q2.50 Y 1.67 L0.00
Ug.a V417 T2.50 10.83 N0.00
07.50 X417 A 167 J0.83 R0.00
M 6.67

14

B.16T

L0856

H.327

2.758
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Monoalphabetic — Example

[ | Frequency Of Ietters UZQS0VIOHNMOPVGEOZPEVSGZNSZ0PFPESKUDBMET SHATZ
ta g ete athateea a
O P 9 e, Z 9 t VUEPHZHMDZ SHZOWSFRARPOTSVEQUZNYMXUZUHSY
F ft et tathaee ae th t a
u requency OT two- EFYERCPDZSZUFECMBZNPFUPZHMDJUDTMORNMY
letter combinations Bremn e e o
0 ZW - th

it was disclosed yesterday that several informal but
direct contacts have been made with political
reprezentatives of the viet cong in moscow
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Playfair Cipher

m 5x5 matrix of letters
m Constructed using a keyword

M O N A R
C H Y B D
E F G 1/J K
L P Q S T
U V W X Z
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Playfair Cipher

= Plaintext encrypted two letters at a time

m Repeating letters separated by filler “x”
e.g. balloon = ba Ix lo on

m Letters in same row are each replaced by
letter to right. e.g. ar > RM

m Letters in same col are each replaced by
letter beneath. e.g. mu - CM

= Otherwise, letter replaced by one in its row
and col of the other letter. hs > BP
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Playfair Cipher

= Advantages
[126%26 diagrams (two letter combinations)
1Possible keys? (homework ©)

m Disadvantages

Ostill leaves much of language structure

COfew 100s of ciphertext letters are enough for
cryptanalysis

26
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Relative Frequency of Letters

TEHE

Plaintexi
i) ¢

Hib Playfair cipher

O

\"-.\_
—

10— Handoam poly alphabetic cipher

0 [ ! | | | | | |
2 4 6 8 10 12 14 16 18 20 22 24 26

Freguency ranked letters
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Polyalphabetic Ciphers

m polyalphabetic substitution ciphers
m improve security using multiple cipher alphabets

m make cryptanalysis harder with more alphabets
to guess and flatter frequency distribution

m use a key to select which alphabet is used for
each letter of the message

m use each alphabet in turn
m repeat from start after end of key is reached
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Vigenere Cipher

ipher

iIon C

bstitut

m effectively multiple Caesar ciphers

iC su
= key is multiple letters long K

lest polyalphabet

m SImp

Ky Ky ... K

m " |etter specifies it" alphabet to use

® use each alphabet in turn

= repeat from start after d letters in message

lon simply works in reverse

= decrypt
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Vigenere Cipher

Plaintext

c

a

ZABCDEFGHIJKLMNDPQRSTUYWXV%

N KLUER M A Z20M0OHduBDEEN

MHENTOUAMLUD =~ A3 2000w DPE
EMPNANUANLUEN~=-MaS 200 0HdunE D>
FPEMMENARUAMLUOT -~ M A3 20000 b D
DeERHMMNAOUAMLEU DA~ MAS Z0 MO/ B
FEEEMEN AR UA ML UE—~ M I Z 00O ®
MBEDPEFBEMPNTBOUORMKUL -3 40/ O/R
FubEDEREHMANSO AL~ MO 200
CHNBEDEEMINSNUARML YN —MAa520n
A uRDPFPERMPNSRN ALY ~~MA3 20
CROMEVMEHDFEMMNTSMUAMLUEET— M 3Z
ZOACOEBREDEEMMFN-IDNUONL UET~Ma3
SHOROMubDEEZMEN AR UAOM LD E— M
HZZ0mMOEERDERPFPNT@OUOA MBI -
MAS Z0RM0OrubBD 22 HMMHNSEU AR LUOTD -
AMASZ0AMOROEHDEEKMMNISaR U ALY D
AR A OMOREDERERMNTSMUA ML O
TH=MA3Z0A 0D EFEERKRNaAamLUAW LY

U =M 2000802 NSO O LKL

vl OE - kM A Z 0 OB EERMENapnUAM™

MDA M AdS 200 uED 2EMENaG@mUO
AWALUENH M ASZ0R OB DEEXMNSAU
CAHLUODN S~ MAS 200D >2 KM Nam
PUAMLUE~ - MASZ0M0Odnb DEZ M NG

E el W IS (TG N s USRS B~ Al o - Pl o - e R = R

B0 U W, Do e e o B O R, e o 3 3o e
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Example of Vigenere Cipher

write the plaintext out

write the keyword repeated above it

use each key letter as a Caesar cipher key
encrypt the corresponding plaintext letter
eg using keyword decepiive

key: deceptivedeceptivedeceptive

plaintext: wearediscoveredsaveyourself
ciphertext : ZICVIWQNGRZGVTWAVZHCQYGLMGJ
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One-Time Pad

m if a truly random key as long as the message is
used, the cipher will be secure

m called a One-Time pad

m Is unbreakable since ciphertext bears no
statistical relationship to the plaintext

m since for any plaintext & any ciphertext there
exists a key mapping one to other

m can only use the key once though
m problems in generation & safe distribution of key
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One-Time Pad — Example

= Vigenere scheme with 27 characters
m 27 character is space
= One-time key/message, = message length

ciphertext: ANKYODKYUREPFJBYOJDSPLREYIUNOFDOIUERFPLUYTS
key: pxImvmsydofuyrvzwc tnlebnecvgdupahfzzImnyih
plaintext: mr mustard with the candlestick in the hall

ciphertext: ANKYODKYUREPFJBYOJDSPLREY IUNOFDOIUERFPLUYTS

key: mFfugpmiydgaxgoufhkl 1 Imhsqdqogtewbgfgyovuhwt
plaintext: miss scarlet with the knife in the library
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Transposition Techniques

= Perform some permutations on plaintext
letters

= Examples
1Rail fence cipher
0 Transposition matrix
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Rail Fence Cipher

= Plaintext written as sequence of diagonals

m Read off as sequence of rows

mematrhtgpry
e tefeteoaat

MEMATRHTGPRYETEFETEOAAT
= Trivial to cryptanalyze

35

O

Transposition Matrix

= Write message in rectangle, row by row
m Read message off, column by column
= Permute order of columns

= Order of columns is the key

Fey: 4 312567
Flaintext: attackhrp
o= tpone
dunt il ¢t

WO am2:Y Z
Ciphnercext: ITHNAAFTHMISUOADDWNCOLABNLY FRTE
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Transposition Matrix

= Original order of letters

001 02 03 04 05 06 O7 08 09 10 11 12 13 14 15 16
17 18 19 20 21 22 23 24 25 26 27 28

= After transposition

003 10 17 24 04 11 18 25 02 09 16 23 01 08 15 22
05 12 19 26 06 13 20 27 07 14 21 28

= Somewhat regular structure
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Transposition Matrix

= More than one stage of transposition

Kevy:

Kevy: 7
T Input:
t

25
Plaintextc: c

oo @k
Bowoot
Hootoo
ot
(SRR Y

i
WoamxyEz
Ciphertext: TINAAPTMISUCACDWCOIXFNLYPETZ Output:

,_,
o
5
=
B
[}
[
5|
g
|
-
=]
5y
[

m After second transposition

= 17 09 05 27 24 16 12 O/ 10 02 22 20 O3 25 15 13
04 23 19 14 11 01 26 21 18 08 06 28

m Much less structured
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