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E-Discovery in the Information Age

Introduction

The purpose of this seminar is to examine certain technical and legal issues associated
with the discovery of electronically stored data or e-discovery. In this information age where
significant amounts of information are complied and disseminated in seconds, managing such
information in a litigation setting is a daunting task. This is particularly true because the
advances in technology fast outpace appropriate changes in the law to address these advances.
Thus there are many issues of first impression in the context of e-discovery. However, the
Nevada Rules of Civil Procedure that apply to traditional discovery disputes also apply to e-
discovery disputes. On December 1, 2006, the Federal Rules of Civil Procedure were amended
to include the language of “clectronically stored information” into certain rules.! The Nevada
Rules of Civil Procedure do not include such language; however, the discovery of electronically
stored information is unequivocally permissible in Nevada. After all, e-discovery is still
discovery.

Three phases of the e-discovery process will be addressed:
1. The Preservation of Electronic Discovery;

2. The Retrieval of Eiectronic Discovery; and,

3. The Disseminate or Production of Electronic Discovery.

Each phase presents technical and legal challenges. Set forth below is a discussion of
selected challenges,

L. The Preservation of Electronic Information.

In general, litigants have the duty to preserve evidence. The Nevada Supreme Court in
GNLV Corp. v. Service Control Corp., 111 Nev. 866, 900 P.2d 323 (1995), found that a litigant
has a duty to preserve evidence which the litigant knows, or reasonably should know, is relevant
to the action, even when the action has not yet commenced. Such evidence reasonably includes
electronically stored data.

The District Court of Connecticut recently addressed the duty to preserve electronically
stored date in Doe v. Norwalk Community College, 248 FR.D. 372 (D. Conn. 2007). In this
case, the Plaintiff, a student, sued the college and a professor alleging violations of Title IX
(sexual harassment) and other state law claims. During discovery the Plaintiff and her team of
experts, inspected the hard drives of key witnesses and the professor, who had previously
resigned. The experts discovered the hard drives had been scrubbed and certain date had been

! The Federal Rules of Civil Procedure include the specific reference to “electronically stored information” in the

following rules: See FRCP 16, FRCP 26 (a)(1)(A)(ii); FRCP 26 (b)(2)(B); FRCP 26(6)(5); FRCP26(f); FRCP 33(d);
FRCP 34(a); FRCP 34(b); FRCP 37(e); and FRCP 45.



“altered, destroyed and filtered.” The Court found that the defendants had a duty to preserve
certain electronically stored date and sanctioned the defendants for failing to do so, including the
imposition of an adverse inference based on spoliation of evidence. An adverse inference is an
inference that the lost or destroyed evidence would have benefited the party requesting
production of the evidence. In Nevada, a party may be entitled to an adverse-inference jury
instruction where evidence has been negligently lost or destroyed. An adverse presumption,
however, applies only in cases involving willful suppression of evidence. See McCarthy v.
Underhill, 2006 U.S. Dist. LEXIS 25555 (D. Nev. Feb. 16, 2006). The problem, of course, is
that where electronically stored date is at issue, the line between what may have been “lost”
versus “willfully suppressed” is not always easily discernable.

It is imperative that once counsel is retained by a client, a letter is sent to the client
advising the client to preserve relevant evidence. This letter should be sufficiently specific to
include preservation of e-discovery including metadata, back-up discs, hard drives, etc. Failure
to do so may have significant consequences for both client and counsel.

II. The Retrieval of Electronic Discovery.

The issues involving the retrieval of electronically stored data are preliminary technical in
nature. The initial question may be what information should be retrieved? Obviously,
information that falls within the parameters of NRCP 16.1 must be retrieved and produced.

If electronically stored data requires a protective order to be in place before it is
produced, at a minimum, the information should be identified in the 16.1 disclosure with a
statement that it will be produced once a protective order is in place.

A party serving a request to produce electronically stored data must be specific as to the
information being sought in its request. For example, metadata must be specifically requested.
Otherwise, courts will not compel its production. See, Autotech Technologies v.
Auvtomationdirect.com, 248 F.R.D. 556 (N.D. 111. 2008). > However, even if the request for
production of documents is incomplete, the party who is in possession of potentially relevant
electronically stored information must preserve it, even if it has nof been requested. Further, if

the party who possesses the information intends to use it at trial, that party is required to produce
it pursuant to NRCP 16.1.

II1. The Dissemination or Production of Electronic Discovery.

Although the Nevada Rules of Civil Procedure do not incorporate the federal rules
changes regarding electronically stored data, the federal rules provide reasonable guidelines to
address certain production issues. These guidelines include the following:

1. The party who is producing electronically shared date may select the means by

which the information is produced; the party need only produce the information
by one means,

2 . . - . Y .
“ Metadata refers to certain markers that are affixed to a document at its creation and every time it is modified.
Metadata may be relevant in cases where authenticity of documents is at issue,



2. The means by which electronically stored data is produced must be reasonable.
Production of thousands of documents on a CD without the documents being beta
stamped and without an index is NOT reasonable.

3. Reasonable costs may be charged for the production of electronically stored data,
which may also include the reasonabie costs of retrieving the information (this
will be determined on a case by case basis). See NRCP 34(d).

Unfortunately, another issue which may arise in the production of electronically stored
date is in the inadvertent disclosure of privileged information. Efforts to avoid such disclosure
should be addressed at the time of the NRCP 16.1 Conference. Specifically, if a protective order
is contemplated by the parties this order should be in place prior to exchanging documents,
legitimately protected by such an order. Non-protected documents should be exchanged as
contemplated by NRCP 16.1.

Under the Federal Rules of Civil Procedure, information inadvertently produced by one
party to another must be promptly returned upon. See, NRCP 26(b)(5). This is known as a “‘claw
back” provision. There is not a similar provision in the Nevada Rules of Civil Procedure.
Further, Rule 4.4(b) of the Nevada Rules of Professional Conduct, specifically provides as
follows: “A lawyer who receives a document relating to the representation of the lawyer’s client
and knows or reasonably should know that the document was inadvertently sent shall promptly
notify sender.”

The Nevada Rules of Professional Conduct do not specifically address whether the
information inadvertently sent has to be returned. Obviously, the resolution of an inadvertent
disclosure will be addressed on a case by case basis. To avoid the potentially devastating
consequences of an inadvertent production, a protective order should be in place early on in the
litigation and the parties should address in the protective order how a possible inadvertent
disclosure will be addressed. The parties’ discussion of these issues can be documented in the
Joint Case Conference Report.

Conclusion

In general, discovery of electronically stored date is governed by the same rules of civil
procedure that apply to traditional discovery. The three phases of discovery of electronically
stored data, preservation, retrieval and production, may be complicated by technical
considerations. Advanced planning for the production of electronically stored information,
including the execution of a protective order, may avoid pitfalls including, for example,
inadvertent disclosures and costly document productions. Finally, the Federal Rules of Civil
Procedure and corresponding case law, offer guidance when engaging in electronic discovery
and should be utilized as a resource when appropriate.
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Agenda

1. Brief averview of tha new federal rules governing e-distovery
2. Flanning for electronls discovery

2. Establishing document retention and purging policles

4, Preservalion of data In anticipation of claims

E. Anticipated Issues In electrenic discavery

8. Maximizing oulcome and minimizing risk through IT personne!
7. Appendix: email dala flow

About Bonne Bulla S |

- Diseavery Commissiener for the Elghth Judiekat Bistrict Gourt

-> Licensed in Nevada since 19B7; prior practice areas Includsed
professlonal negligance and persanal injury defense

-> Frequent speeker at CLE programs on discovary and (he rules of civil
procedure




About Ira Victor

-> nformation security consuitant anc audilor to corporations, law firms
and government antilies. Birector of Compliance Praclice, Dala Clone
Lebs

-» Security certifications from the SANS institule

-> Co-Host, Dala Security Podeast: 30 min every week on Dala Security,
Privacy and ihe Law. hitp:iidalasecuritypodeast.com

-» Presldent, Slerra Navada InfraGard, a public private partnarship
between law enforcament and the private sector o prelest erilical
Infrastructure and stop cyber criminals. Represented InfraGard on SB410,
NV Camputar Forensics BIll

Qvarviow of the new federal rules governing
eDiscovery o

Fad, R. Civ, P, 16
«> Pretrial scheduling orders may address discovery of ESI

Fad. R. Clv. P. 26(a}{1}{A){ii}
-= Initlal disciosure abligation encompasses ESI

Fed. R. Clv. P. 26{b}{2}{B}
-» Party may identify ES1 source as "not reasonably accessible”
-» Assertion may be challenged

Fad, R. Clv. P, 26{b}(5}
-> Procedure regarding inadvertent produclion {"clawhachk”}

Ovarview of the New Fedoral Rules Govaming
eDiscovery N : .

Fad, R. Civ. P. 26(f)

-> Must discuss preservation of discaverable information
-> Must develop plan for production of £SI

-> Must develop plan to address privileges issues

Fed. R, Civ, P, 33(d)
=> Disclosure of business records may inchide ESt

Fed. R. Civ, P. 34{a)
-> Scope ingludes ESI

Fed. R. Civ. P. 34(b)
-> Form of produttion




Overview of the New Federal Rules Governing
eDiscovery P R

Fed. R. Clv. P. 3t{a)
-> Restricts sanclions for foss of ES|

Fed. R.Clv. P. 45

-> EBl gan be sought through subpoena duces tecum
«> Form of praoduction

-> Only if “reasonably accessible”

-> Privilage claims

Fed. R, Civ, P, Form 35
-> Discovery plan guidelines

Data Planning for ES!

‘Tha eDiscovery Bakar's Dozan

1.

PENomaL R

Plan WITH a team 1hai includes lawyers senlor management, 1T,
InfoSec, Human Rescurces

Use C.lA.

Cocument every step you take with exaclng detait

Identify relavant regulations and other mandates

Prepare encryption plan and other tactics to handle select data
Ciagram data flow, Identify where information assals are iocated
Identify the information assel hardware

Pay speclal aliention to: eMall and Operating Systems

Galher Data

10. Watch Lists

11. Keep dats loss 1o an absolute minimum
12. Evaluale all the data you find

13. Summarize findings in plain Engiish

[of

J.A. Central intelligence Agency

—




C. 1. A. - The Standard for InfoSecurity .

1. Confidentlality; Assurance that information is
shared only with those authorized to have access 1o it.

2. Integrity; Assurance that the information is authentic
and complets.

3. Availability; Assurance that the delivery, progessing
and storage of information is accessible when needed, by
those whn need them.

Identify and Document Security Policies and
Practices : : SR

The lack of a ClA-based security palicy may result in;
-> The unauthorized disclosure of privileged information
-> The unauthorized deletion of information

-> Difficully accessing infermation critical to proving a case

Ci1A Example: Removable media

‘The lack of proper scftware and controls on remavable
media can also result in:

-> The unauihorized disclosure of privileged information
-> The unauthorized deletion of information

-> Difficulty accessing Information critical to proving your
case




aDiscovery Planning Taam

1. The lawyers senior management, 1T, IdfoSec, Human
Resources

2. Review of Government Regulations
3. Review of Contractual Mandates
4. Review of Criminal L.aws

5. Your planning needs to "bake in" C. |. A. fram the
baginning

6. Scope of Search - including nature of information search

_

Establishing Document Retantion and
Purging Palicies - ; L

"Preservation” v. “Retention”

Three requiremants In crealing a records management plan
-> Involve key players
-> Establish standards
-> Effective implamantation

Need for records management evidence

Sources of standards

Preservation of data In anticipation of
clalms - o

ABA Civil Discovery Standard 10:

“When a lawyar who has been refained to handle a matier
learns that litigation is probable or has been commenced,
the lawyer should inform the client of its duty to preserve
potentially relevant documents in the client's custedy or
control and of the possible consequences of failing to do
50. The duty to produce may be, but is not necessarily,
coexiansive with the duty to preserve. . . "




Preservation of Data in Anticipation of - -
Claims . o Coe T

Litigation hold and preservation plan
-> Need to have a plan ready

Plan components

-> Communicate with client

-» Identify relevant information
-> Preserve Infarmatlon

- Fallow up

Cansequences of failure

Praservatlon of Data

A. Most Important:
Minimize Data Loss when you gather evidence

Sieer clear of adding data when galhsring evidence

B. How does one steer clear of adding dala?

Acquire forgnsically sound images; use a sofiwam or hardware wiita
bfocker

What Is a software wrlle blocker? Whal Is a hardwars writa blocker?

Gatherl_ng of Data {con't)

Whits Blockers:
Hardware Example

Saoftware Example:




What Inforiﬁaﬂon is Discoverable?

Forms of electronic data

1. Dala fites 2. Background informalion
= Aclive + Audit tratls
+  Nearline « Access control lists
+  Archivat * Metadata
= Backup
*  Residugl
= Legacy
* Intemnst

3. Email

What Information is Discoverable?

Sources containlng alectronlc data

«» Log Sysiems
-» CRM Systems
-» CAD-CAM Syslems

.= Sarvers -> Waeb page coda

- PCa -» Financial Accounting Systems

-> Laplops -> Software develapment code

=> PDAs > Volcemail systems

-> Moblle Phones -> Video telaconfaranting sysiems
-* Thumb Drives -> Anli-spam and antl-virus systems
-> Netwerk Equipmant -» Instan Messages

-» Calendaring sysiems
-> Time clock systems
> Emall systems

~» Any and all athar systems that might retaln data

What Information Is Discoverable?

Individuals
-= Wark stalions and faptops

-* Home compuers and taptops

-> Remavable siorage or “loose” media

-> Myriad of electronic devices




What Information is Discoverahle?

Mare sources
-> Third-Party systems (e.g., ISPs, olher service praviders)
-> Telephone, security, or netwark activity systems

-> Nearline and offline storage

Anticipated issues in electronic discovery

Govarnment Regulations: HIPAA

1. Haalth Infermation Pertability and Accauntability Act of 1995

2. Cur Fogus: Individually Identifiable Heatth Information that might be
discovered

3. Enforcement Body: Depariment of Haalth and Human Services,
Qffice of Clvil Righis

4. Penallies Include: Fines up to $250,000 ang up 1a 10 yrs in Federal
Prison




Government Regulations: Security Breach
Disclosure Laws B,

Security Breach Informalion Act ef 2003 (Calformiz, almost 40
statas have simiiar laws in placa)

Nevada: NRS 603A.010 et seq.
Safa Harbor for Encrypled Data, Impartznt for eDiscovery!

Commoen Focus: Credit Card, SSN, Driver's License, ATM, and
Bank Account numbers

Government Regutations: FE_RPA" s

1,

Family Educalional Rights and Privacy Acl of 1974

Qur Focus: Studant educalion records. Applies 1o ali schools that
racelva Federal Funding. Includes all records directly relatad o a
student and maintained by an educatipnal institution or semeone
acting on its behalf {lke a contractor).

Enforcement Body: United States Depariment of Education, Family
Policy Cempliance Office

Penalties fnclude; Cut off of Federa! Educational Funding
Exception: Obtaln a |udicial arder or subpoena directing release of

the information. Student must be given notice of the subpoana prior
to releasing infarmaiian unless the subpoena directs otherwise.

Government Reguiations: SOX

Sarbanes-QOxley Acl of 2002

Qur Fogus: SOX Section 404; Internal contrels and Informatian
Security. eDiscavery work may need exira documentation in cerlain
circumstances.

Enfercement Body: Securitles and Exchange Cemmission, Public
Company Accounting Oversight Boarg

Penallles include: Up 1o $25 millian in fines and up to 20 years in
Federal Prison




Government Reguiations: GLBA

1. Gramm-Leach-Bliley Act of 1699

2. Focus: Gonsumer Financiat Dala

3. What the arganization does delermines campliance
4. Enforcement Bedy: Federal Trade Commission

5. Penalties Include: Fines up to $1,000,000 per incidem

Contractual Mandates: PCI

1. Payment Card Industry Digital Security $iancard; PCI1-05S

2. Ouwr Fogus: Gonfidenliality of Credit Card Data
3. Accepling Credit Cards determines apgiicabliity
4. Enforcement Body: FCI Countil and Banks

5. Penallles Include: Fines up to 525,000 per day, $500,000 per
disclosure incident

Criminal Law: CP

1. Possession and Distribution of Child Pomography

2. Our Fogus: What 1o da in the first “Oh My God* mement

3. Possessing CP determines applicability

4. Enforcerment Bady: Local faw enforcement, Stale Police, Tha Feds

5. Penallies Include: (Varies) Could bring havoe to a case




Special Handling of Selact Data

A. Prapare encryplion plan andfar ather means 1o protect select data

Third party involvement

Storage and ascrow of encryption keys
Thoraughly document ali actions

Care altenticn to lagging and aud!t tralls

Fadl ol s

B. Prepara plan if CP far other gsiminal eentenl. Plan should include
special handling thstructions for GP or other criminal content

C.Goed C. L A

Maximizing outcome

t. Seniar management

2. Legal —including paralegals

3. Human Resources
+ May need to Include consultants and past employaes
+ They have the authurity to hire/fire

4. Information Technology Staff

8. Information Security Staff

Managing The Frocass... {con't)

-> IMPORTANT: Encourage Senior Management fo select a

{eam member with good diplomatic skills to work with the
legal people

-> If you have good diplomatic skiits, your value ta the
organization wilt be very high

-> |dentify paralegals with good diplomatic skills




Appendix: Typical eMail Flow

SENDING
Mail Client
Dartiook

T-hird

Impartant Torma;
+  Mall CHant or Daskiop Client
Mnll Transfor Agants (MTAs)
Msll Archive

Data Bashup

Antl-Spam Sarvors
Anil-vlrus Sarvara

Logging Syatums

+ "BES Sarvar"

Relevant Links

* www, ediscoverylaw.com
* www, thesedonaconferance.org
* www. craigball.com/cf. pdf

= www, discoveryresources.com

Fage 31
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